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Abstract  
 

There is a common misconception that internal IP networks (intranets) are 
secure; and that external networks such as the Internet are vulnerable and unsecured.  
The truth of the matter is that there is little on a network that is truly secure.  The very 
nature of devices being networked makes them vulnerable on an IP network to various 
attacks and spoofs.  This paper proposes a new model for examining enterprise 
computing and removes the concept of secure intranets. 

Introduction 
 

There is a common misconception that internal IP networks (intranets) are 
secure; and that external networks such as the Internet are vulnerable and unsecured.  
The truth of the matter is that there is little on a network that is truly secure.  The very 
nature of devices being networked makes them vulnerable on an IP network to various 
attacks and spoofs.   With the emergence of truly pervasive networked computer 
devices, there has been a paradigm shift in protecting and securing the network.  While 
many have not realized this, it is important to note that the change has occurred.  This 
concept has been called the porous perimeter.  As far back as 2004, Networkworld and 
other trade magazines have been making the case that the modern enterprise network 
is less like the medieval bastion with a single point of entry/egress and more like a 
modern metropolis with a near infinite number of entrances and points of egress. 
“Modern data centers have ‘porous perimeter’ - with specific security issues 
(Antonopoulos, 2004).”  

 
  There are numerous entrances into the enterprise.  All of these new entrances 

make it difficult to impossible to protect the enterprise intranet. For example, it is no 
longer just dedicated workstations with directly cabled connections housed in our 
datacenters, well within the physical perimeter of the enterprise behind all of the desired 
physical access controls that have to be secured. Now the user community is truly 
mobile and connecting from a dizzying array of computing devices. We no longer worry 
about just desktops and laptops, or even their home machines but from PDAs, Smart 
phones, and converged devices like Wi-Fi enabled personal media players – as IP 
based networking capabilities are pushed into ever more devices the potential points of 
connection into the enterprise continue to grow. 
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This paper will examine the historical aspects of IP networks, the environment 
today, and why the traditional network security models do not work.  The paper will then 
propose a new model for enterprise computing comprising of seven realms and the 
threats that exist in each of these areas. 
 
Historical 
  

In the past, networks were generally homogenous, divided by type and function. 
SAA networks were dedicated and limited to mainframe traffic.  File sharing traffic was 
limited to IPX or NetBIOS protocols, phone traffic was dedicated to POTS or PBX 
circuits, and lastly Internet traffic was limited to IP and World Wide Web (WWW)  traffic 
to port 80 or 8080.  This segmentation allowed network administrators to tune the 
network, especially wide area links, to limit and guaranty bandwidth.  Committed 
Information Rates (CIR) established the guaranteed bandwidth for those applications on 
that network communicating over Frame Relay circuits.  Extended Information Rates 
(EIR) designated how much additional bandwidth applications could use.  This model 
worked well from a security perspective, but did not facilitate collaboration among 
disparate devices.  With the rapid adoption of the WWW and Local Area Network (LAN) 
server support for TCP-IP in the late 1990s, organizations began to move to 
consolidated distributed use networks. 
 
Current Environment  
 
 The landscape has dynamically and dramatically changed over the last 15 years 
with the adoption of the WWW, Peer-to-Peer (P2P) file sharing, ubiquitous wireless 
access, and most recently Voice over IP (VOIP). Here is a brief summary of new 
devices and security considerations.  Wireless Ethernet (WIFI) has redefined the 
boundaries of the network with internal network access outside the perimeter of the 
organization.  Dialup modems have always been a security concern, but they have been 
less of a concern recently because they are inherently slow and are easy to find.  
Cellular modems in laptops and other portables present a problem for detection and 
prevention.  In the dialup world, a phone line could be disconnected or setup only to 
allow outgoing calls.  Such is not the case with cellular modems that could be acting as 
network bridges between the Internet and the intranet.  Ultra portable devices introduce 
a new set of problems with Jump Drives, iPods, Windows CE, and Smart Phones 
(Blackberry, Treo, and others).  These devices routinely leave the intranet and go to the 
Internet and to private home networks.  As a result the traditional model shown below 
no longer works.  
 
 Additionally, malware applications now use ports originally associated with other 
legitimate applications to avoid detection.  Landry and Payne (2006) describe that while 
there are technical mechanisms to limit and block illegal P2P traffic, it is more difficult 
now that these applications masquerade as legitimate WWW traffic on port 80.  In 
addition to increased network traffic, much of the P2P traffic contains viruses and 
worms. 
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Existing Network Model 
 
 Unfortunately, most network models have not changed over the last 15 years.  
The Internet and extranet connections are drawn as unsecured networks outside of a 
firewall on the left.  On the right is the trusted network, assumed to be safe and secure 
as shown in Figure 1.    As discussed, this model is no longer effective because there is 
not just one entry point into the network and there is more than just one threat.  The 
threats are many and often unknown, therefore a new model must be considered. 
 

Figure 1 
 
New Paradigm Model 
 
 The problem with proposing a new model is trying to pattern it after an existing 
system.  Biological systems would be a natural suggestion; however these systems are 
capable of healing themselves.  IP networks cannot heal. They only spread the 
infections until the network ceases to function.  The worms of 2003 (Blaster, SoBig, 
Netsky, etc) spread quickly and made the PC useless essentially killing the host.  This 
type of infection was easy to detect.  If the PC was too slow or frequently crashed, it 
was most likely infected.  This parasitic infection is being replaced by newer more 
symbiotic infections where the worm or virus is smart enough not to kill the host.  The 
worm is careful to throttle bandwidth and CPU utilization to avoid detection.   
 
 Traditional network security addresses some of these concerns through the use 
of hardware and software access controls as well as security policies. Unfortunately 
these traditional methods have proven to be insufficient at protecting the organizations 
information assets. Whether it is an external attack or a lapse of internal control, 
information continues to be placed at risk.   
 
 There are solutions on the horizon for admitting network access such as 802.1x, 
Cisco's NAC and Enterasys's Sentinel products.  There are two downsides to this 
approach.  The first is that they require wholesale upgrades of equipment such as 

369 
 



  
 

switches and routers.  The second is that a legitimate user with a legitimate PC could 
still leak data externally through any of the means listed earlier. 
 
 With this in mind, this paper proposes a new model that examines and accepts 
that secured computing exists in a very small number of enterprises as shown in Figure 
2.  The Private -Internet - Enterprise (PIE) model accepts that there are shared risks 
among constituents. These main three groups are the enterprise network, the Internet, 
and the private networks that are not part of the Internet or the enterprise Intranet.  The 
areas of greatest concern are at the intersections of these computing environments.  
The four intersections are security concerns, however only three of the four zones are 
within our control.  There is no control or dominion over what happens between the 
Internet and Private networks because it is outside of our intersection.  Each of these 
seven realms will be discussed below. 
 
Figure 2 
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Traditional network security addresses some of these concerns through the use 
of hardware and software access controls as well as security policies. True secured 
computing is perhaps a misnomer. While computing processes may occur in a secure  
environment, once inputs or outputs from those environments occur, risks to 
confidentiality and integrity exist. Traditional networks make extensive use of inputs 
from a variety of sources which are increasingly insecure. Most notable is the Internet, 
however many other potential areas of threats exist as represented by the overlaps in 
the three domains or zones proposed here.  
 
Private (P) 
 
 For the purposes of this discussion, private networks are everything that is not 
part of the enterprise or on the Internet, and has at least one responsible party for their 
maintenance (this could be a multinational firm or a small office / home office).  Private 
networks are only as secure as their users make them. There are usually no regulatory 
or compliance requirements for minimum security measures as there are with business 
networks, i.e. PCI compliance for businesses that accept credit card payments. These 
networks are usually vulnerable to most threats from the Internet, and serve as vectors 
for viruses and worms.  
 
 The problem with private machines is that no one entity is responsible for them.  
End users may think their PC is protected because it shipped with a virus protection 
package.  The problem is that most of these applications have limited functionality and 
expire after 30 or 90 days.  Without new signature files, these packages offer a false 
sense of security.   Additionally, since bandwidth is not actively monitored, these 
machines become fertile breeding grounds for robot networks, called botnets.  Botnets 
are small to very large scale collections of compromised computers often used to create 
Denial of Service attacks (DoS) or mass spam mailings. The system owners are 
typically unaware that their computers are infected and are being used for illegal 
purposes.  While recent arrests have cracked down on master botnets, there is no way 
to catch all the perpetrators as this has the potential to be a moving growing target 
around the world. 
 
Internet (I) 

 
The Internet is the realm from which most malware and other cyber threats 

emerge. While the early years of Internet connectivity were predominately marked by 
virus and worm infections, the Internet today is increasingly focused on illicit profit. 
Criminal organizations have recognized the potential profit in blackmail, spam, and theft 
of financial data. The use of sophisticated collections of botnets provide isolation from 
easy tracing, yet provide an almost free platform for launching attacks. In addition, 
international laws have failed to keep pace with the level of threat posed by 
economically motivated cyber crime. Many cyber criminal organizations operate out of 
countries that either have weak laws, weak enforcement, or both. Criminal organizations 
are making increasing use of legitimate appearing, often functional free software that 
secretly installs Trojan horse programs such as key loggers, bot clients, or other 
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spyware. The unfortunate victims’ machines are now the source for thousands of spam 
mail or worse, the source of password and financial information used to steal identities 
or empty bank accounts.  

 
 While new threats such as wireless and mobile IP connectivity offer new threats, 

it is important to remember that the enterprise’s connection to the Internet will remain 
one of the main vulnerabilities for an organization due to sheer volume of connections.  
This intersection of the Internet and the Enterprise will be discussed further in the 
Enterprise – Internet section below. 
 
Enterprise (E) 
 
 Traditional network security addresses some of these concerns through the use 
of hardware and software access controls as well as security policies. Unfortunately 
these traditional methods have proven to be insufficient at protecting the organizations 
information assets in the new environment. Risks have increased due to the 
proliferation of portable devices and increasingly powerful personal computing products. 
The enterprise realm is the only area of the new computing environment where a 
significant degree is available. With corporate resources dedicated to securing the 
enterprise network and strong corporate policies enforcing security some measure of 
control can be obtained. Traditionally focused on external threats, the enterprise must 
now shift focus to more complex threats both internal and external sources. 
 
Private – Enterprise (P-E) 
 
 When private users connect to the enterprise network there is an intersection of 
these two realms as indicated in Figure 1. These users may be  partners, suppliers, or 
other known users connecting from  home machines on private or open public networks 
(coffee shops, etc) using open Internet connections, dialup, or VPN connections. While 
we know who the user base should be, we have limited or no control over the security 
configuration of the devices they use to connect. Never-the-less, there is a business 
requirement to allow access to enterprise resources that are not available to the general 
public. While there may be no malicious intent from these users to the enterprise, the 
lack of required expertise and dedicated IT resources can result in a “weak sister 
attack”. 
 
Private - Internet  (P-I) 

 
The Private-Internet intersection is a concern, because it is with this realm that 

other entities can share your data over the Internet and other extranet connections.   
Because they are distinct external networks, it may be difficult, if not impossible to 
detect data loss in this space. The Private-Internet intersection is  primarily a concern 
because of the role it plays as a host for threats from the Internet and as an infection 
vector for mobile enterprise assets to be exposed to unpatched and infected machines. 
Just a few seconds on an unprotected home network exposed to a teen ager’s malware 
and worm infected machine can be enough to compromise an enterprise client.  (“But I 
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just popped down my email . . . “)  More concerning still is the potential for data leakage 
from the Enterprise by devices that move freely between P-E and P-I-E zones (smart 
phones, flash drives, iPods, etc). 
 
Private -  Internet - Enterprise (P-I-E) 

 
Devices that connect to the enterprise networks that have previously connected 

to either the Internet or private networks can be infected.  Stafford and Urbaczewski 
(2004) outline some of the many internal threats such as spyware and adware. From an 
infection standpoint, it does not matter where the infection comes from, the internal 
networked devices are compromised. The greatest potential threat of all the threats 
described in the P-E is a direct connection to the Internet. For instance, a telecommuter 
uses the family computer to connect to the Enterprise, and the key logger that their teen 
aged child downloaded as part of a peer to peer application is now streaming data, 
usernames and passwords from the Enterprise out to the Internet, with Enterprise 
security administrators having no way to monitor or react to those threats. 

 
Aside from active embedded threats, loss of portable computing devices 

represents another external threat. The Veterans Administration is a prime example of 
information being lost into the Internet and Private realms.  In May of 2006, a laptop 
containing personnel records of 26.5 million veterans and active military was lost.  
Additionally, the VA reported in January of 2007, that up to 1.8 million records were lost 
on a portable hard drive.  Once this information is lost, there is no way to track where it 
goes or who uses the information.  The only effective means  to prevent the loss in the 
beginning is with effective controls in place.   Maureen Regan, counselor to the VA’s 
Inspector General, stated that as of March 2007, the VA still lacked the effective 
controls needed.   
 
Enterprise - Internet (E-I) 

 
The Enterprise - Internet zone is where traditional Enterprise Information Security 

resources have been focused: firewalls, intrusion detection technologies, data leakage 
monitoring systems, proxy servers, etc. Outward facing resources within the Enterprise 
are usually relatively secure, there are an ever increasing number of regulations and 
requirements that focus on securing this segment, and are increasingly more 
prescriptive, i.e. PCI and HIPAA.  As evidence of the relative success of the efforts to 
secure resources in this zone, the emergence of threats in the other zones – if it was 
easy to inappropriately access Enterprise resources the bad guys wouldn’t take the long 
way around and attack by passing through private networks of remote workers and 
business partners.  

 
Summary 

 
Ultimate security is a laudable goal, however it is an unattainable one. Rather, it 

is incumbent on security and network professionals to manage risk in light of the ever 
changing threat environment and the value of the assets to be protected. The proposed 
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model recognizes and classifies the different threat vectors that exist in many 
organizations. The model also recognizes that these same areas of potential threat are 
also the areas that frequently provide value to the organization and are consequently a 
necessity. Rather than trying to maintain an archaic paradigm, we suggest adopting a 
model of mitigated risk based on the three overlapping domains. 
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